SP
for VMware vSphere/ESXi 4+
DKIM DNSSEC IPv6

Thank you for trying out Halon SP for VMware ESX 4 and ESXi 4 (sometimes referred to as vSphere). The
VSP is an e-mail security gateway, fighting spam, virus, phishing, etc. and providing security features such as
DKIM, DNSSEC and TLS. Performance considerations and the system requirements are found on the last
page of this document.
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If you have any questions, please don’t hesitate to contact us using the
information on www.halon.se. Follow the steps below.
1.

Start the vSphere Client and connect to the ESX host, if you have
not already done so.

2.

Once logged in, choose File > Deploy OVF Template...
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3.

Paste the URL to the OVA file, or press Browse... to select the file on your computer, and press Next.

4.

Press Next, then Accept if you agree with the EULA, and then Next.

5.

Type a descriptive name, and press Next.
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6.

If a matching datastore (harddrive) and virtual network (ethernet adapter) are found, the Ready to
Complete review screen is shown. If so, press Finish. Otherwise, map datastores and virtual networks
until you reach the Ready to Complete screen. If using vCenter, configure the network settings.

7.

Wait for the import to complete, and then press Close.

8.

Locate the newly imported virtual machine in the left pane, select it, press the Summary tab, and press
the green play button labelled Power On.
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9.

Unless you used the network preference guide
supported in vCenter, choose network settings.
Press the Console tab, and wait a few minutes for
the network configuration guide to appear. Press
the screen. Type an IP address (one that is
unoccupied, and that you can access) and press
return. Type a netmask (or subnet, if you prefer; for
example 255.255.255.0 or 24) and press return.
Type a gateway and press return. Type a DNS and
press return. The new blue “Halon” screen shows
on which IP address you can access it.

10. Go to the IP address you configured, log in with
username "admin" and the password “admin”, and
follow the guide.

11. The web administration is shown. If the VSP was able to connect to Halon's datacenter, it will receive a
license and be ready to process e-mail messages. You find an administrator’s manual on www.halon.se
and technical documentation on wiki.halon.se. Enjoy!
Requirements and performance
For a simple and straight-forward setup, 1 GB of free RAM and 11 GB of free disk
space should be available. If not, remove the second hard disk and add one with the
desired size before initial power on. If some spam and virus prevention modules are
removed from the content filtering flows, the appliance will run on as little as 512 MB
of RAM. To increase performance and parallelism, increase the RAM up to 3 GB. To
ensure proper throughput, minimize disk fragmentation by assigning more disk space
than required by the mail queues and optionally the quarantine. Common practices
such as SAN alignment and latencies affect disk performance, and thus throughput,
as well. The appliance is verified to scale with the number of vCPUs.

CPU:!

1 vCPU at 1 GHz recommended,
1 vCPU 500 MHz minimum.

RAM:

2 GB recommended,
512 MB minimum.

Disk:

11 GB recommended,
2 GB minimum.

Network:! 1 bridged VMware adapter or
network, E1000 recommended.

Halon Security
Copyright 2008 Halon Security. All Rights Reserved. The VSP (Virtual Spam Prevention) software and SPG (Spam Prevention Gateway)
appliance is copyright 2009 Halon Security. All rights reserved. This software may not, in whole or in any part, be copied, reproduced,
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VMware
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